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Agenda

• What is information security management about?
• Why security / risk management?
• Risk management cycle
• Essential definitions
• Who should worry?
• Do they really have to worry?
• Cost vs. Security
• Key success factors 
• Regulations and standards
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What is information security management 
about?

At the end of the day; it’s all about securing information.
What aspects of information are key?
C (Confidentiality)
I (Integrity)
A (Availability)

Information SecurityRisk Management

IT Security Management
IT risk management

IT security
Information Risk Management
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What is information security management
about? (cont.)

• “IT Security is the process of implementing measures and 
systems designed to securely protect and safeguard
information (business and personal data, voice conversations, 
still images, motion pictures, multimedia presentations, including 
those not yet conceived) utilizing various forms of technology 
developed to create, store, use and exchange such information 
against any unauthorized access, misuse, malfunction, 
modification, destruction, or improper disclosure, thereby 
preserving the value, confidentiality, integrity, availability, 
intended use and its ability to perform their permitted critical
functions”. 

By SANS institute
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What is information security management
about? (cont.)

• Information Security refers to the processes and 
methodologies which are designed and implemented to protect 
print, electronic, or any other form of confidential, private and 
sensitive information or data from unauthorized access, use, 
misuse, disclosure, destruction, modification, or disruption.

By SANS institute
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Why Security / Risk Management?

• Common Gaps in Enterprise Security
– Security investments not always focused on greatest return 
– Combination of mile and millimeter depth of protection
– Inability to articulate the case for security to upper management and to 

obtain requisite budget 
– Security policies in place but little compliance checking

• Risk changes over time
• Risk is different for every business
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Dia 4

m1 Als je bepaalde woorden wilt highlighten kun je er een box om heen tekenen waardoor ze beter 
uitkomen (of een ander effect verzinnen). Nu is het een beetje een woordenbrij...
floris.van.den.dool; 22-11-2007

Dia 5

m2 wat is het verschil met de vorige definitie (IT versus Information?). Ik mis de people, process, 
technology dimensies...
floris.van.den.dool; 22-11-2007



Risk Management Cycle

Identify and 
Assess Risks

Develop Risk 
Management Plan

Implement Risk 
Management Plan

Monitor and Trace

Periodic because:
• Risk changes over time
• Countermeasures might not be 

followed/appropriate
• Countermeasures might have open 

new risks
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Essential Definitions
• Threat

– Any circumstance or event with the potential to cause 
damage

• Likelihood
– Estimation of the probability that a threat will succeed in 

achieving an undesirable event.
• Vulnerability

– Weakness in an information system component, design 
or process

• Impact
– Losses as a result of threat activity on a vulnerability

• Asset
– Anything with business value and in need for protection

• Risk
– The likelihood that a particular threat will exploit a 

particular vulnerability of a system that results in an 
undesirable consequence.

Threats

Vulnerabilities

IT System

Assets

Likelihood
to occur

Impact
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Controls

• Organizational
• Procedural
• Technical

• Risk based security versus baseline security
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Quantitative vs. Qualitative

• Qualitative Risk Assessment
– Attributes a subjective value to risk level and countermeasures 

implementation effort
– Applicable when reliable data on likelihood and costs are not available
– Depends more on expertise, experience and judgment of the assessors

• Quantitative Risk Assessment
– Estimates the monetary cost of risk and countermeasures implementation
– Results sometimes expressed in a qualitative manner at the end due to lack 

of accurate information
• Combination of Quantitative and Qualitative Risk Assessment is also 

possible
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Who should worry?

• Stakeholders
– Business management; IT management; Stock traders; 

Customers; Government; Employees; Suppliers, etc.

• Trends
– Bugs in SW are discovered in shorter period
– Computer crime well organized 
– ICT increasingly adopted in Industry, business services, health care, 

education, etc. 

• Business management responsible? 
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Do they really have to worry?

• Protection vs. business enabler
– Fraud, theft, system outages, 
– Competitive strength of services and products as a result of applying 

security technologies

• Added value of information security
– Privium
– Internet Banking
– Mobile workforces accessing corporate networks

• Pre-requisites
– Business case
– ROI calculations
– Monitoring and evaluation
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Dia 9

m5 ik zou hier een plaatje (cartoon of anderszins) bij zoeken. Enerzijds om te illustreren, anderzijds om 
het wat minder droog te maken. Ik stuur je wel een voorbeeld
floris.van.den.dool; 22-11-2007

Dia 11

m7 gooi hier een statistiek bij vanuit het Symantec threat rapport. Een grafiek met trends en 
voorspellingen.
floris.van.den.dool; 22-11-2007

Dia 12

m8 noem ook I&AM als een manier om je processen te optimaliseren
floris.van.den.dool; 22-11-2007



Cost vs. Security

Cost

Security

Maximum allowable cost

Maximum 
viable security
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How to finance the development of the 
security strategy?  

Despite the common perception that security 
planning and budgeting is guesswork, tools and 
processes are available:

Effective security management can transform a 
reactive, service-oriented IT security program 
into a strategic component of the overall 
business administration.

Budgets are typically for one year but strategies span multiple budget years. Strategic 
investments in one year can effect future budgets, and this impact needs to be understood 
and accommodated.
Total Cost  = Cost of Security Initiatives + Expected Cost of Breaches

Security Investments Decision Support Tool 
(SIDeS) has been developed to support security 
investment decisions.
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Return On Investment

Return

For example, Identity management systems have a significant, measurable 
return on investment, with payback periods of under a year.

Investment

Software Costs
Typically a function of the number of users and 
number of adaptors/connectors, i.e., target systems

Hardware Costs
Directory server, provisioning engine, etc.

Professional Services
Assess/plan, design, build, test and handover

Reduced Security Incidents
Reduction of costly security incidents by keeping a closer handle on 
removal of ghost accounts, accurate enforcement of password policy, etc. 

Increased Opportunities
Improvement of employees' or business partners' contribution to the 
organization's bottom line because of the ability to quickly and securely 
access the company's digital infrastructure

Reduced Waste
Reduction of costs attached to usage of resources by employees or 
business partners who have not been disconnected from resources such 
as calling cards, telephone lines, email accounts, ISP services, etc. 

Improved Productivity
Enhancement of employees' or business partners' productivity by 
efficiently provisioning resources necessary to do their job

Cost Savings
Reduction of IT resources, headcount and time spent on provisioning-
related processes today; decommission obsolete and costly to maintain 
legacy applications for user administration and data synchronization
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Key success factors

• Security Awareness
– Social Engineering
– Clean desk policy
– Law and regulations

• Operations management
– Patch management, configuration management

• Perimeter security
– Splitting up networks into smaller domains with specific risk 

profiles and specific security controls

m9
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Law and external regulations

• SOx (Sarbanes-Oxley)
• Basel II
• PCI- DSS (Payment Card Industry Data Security Standard)
• WBP (Wet Bescherming Persoonsgegevens)
• US GAAP (Generally Accepted Accounting Principles in the 

United States)
• US Export regulations for encryption technologies
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Industry standards / best practices

• BS7799 / ISO 17001 (British Standard for Information Security)
• Common Criteria / ISO 15408 (framework in which computer 

system users can specify their security requirements)
• ITIL Security Management
• The COSO Enterprise Risk Management -- Integrated 

Framework and Application Techniques (the Committee of 
Sponsoring Organizations)

• COBIT (The Control Objectives for Information and related 
Technology)



Dia 16

m9 hier kun je terug komen op de people, process, technologie dimensies
floris.van.den.dool; 22-11-2007

m10 dit komt een beetje uit de lucht vallen en is een slide op zich waard...
floris.van.den.dool; 22-11-2007

Dia 17

m11 waarom komt die slide pas hier? Ik zou die eerder in het vrhaal verwachten. 
floris.van.den.dool; 22-11-2007



Any questions?
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